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1 INTRODUCTION

The A10 Microsoft System Center Operations Manager (SCOM) snap-in is a system monitoring snap-in
for Microsoft SCOM. This offers a comprehensive set of tools that can be used to query components in
near real-time from A10 Thunder and AX Series devices. The A10 SCOM snap-in integrates with
Microsoft System Operations Manager and displays information in the SCOM Dashboard, thus allowing
you to view to critical alerts, health state information, and performance information.

Diagram 1 below shows an A10 device with the MS SCOM integration. PowerShell cmdlet is used to pull
updates from the A10 device and displays critical metrics within the SCOM Dashboard. This solution is
based on a client/server model, with the A10 device acting as a client. The SCOM server runs on a
dedicated server on top of Windows 2008 R2 SP1 or Windows 2012 Operating System (OS).

Service-now e

i REST/HTTPS SCOM am———
i Connector SCOM
l update_ Alarms .
alert.exe - !
A10 ADC : MS SCOM

Diagram 1: A10 and SCOM integration

2 SYSTEM REQUIREMENTS

This guide used the following Microsoft SCOM configuration:
e CPU: Intel® (Itanium or x64 processors), AMD® series can be used
¢ RAM: 4 GB or Higher

e Hard Drive: 20 GB or more free space
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Other software used:
¢ Microsoft Windows Server 2008 R2 SP1 or Windows Server 2012
e Microsoft .Net Framework 4.0 or later
e Windows SQL Server 2008
e Microsoft System Center Operations Manager (SCOM) 2012 SP1
e Windows PowerShell version 2.0
e For detailed software and feature requirements refer to:

¢ http://ltechnet.microsoft.com/en-us/library/jj656654.aspx

Note: Administrator privileges are required to install the AX SCOM Management Pack and the installation
file must be "Run as administrator" during installation.

3 Al10 SCOM MANAGEMENT PACK CLASS STRUCTURE REFERENCE

The list below provides a conceptual view of how the class structures are packaged within the A10 SCOM
Management Pack.

e Al0.Device
o A10.System
= A10.Disk
= Al0.Memory
= Al0.Interfacelist
e AlO.Interface
= Al0.FanGroup
e Al0.Fan
= Al10.Power
e A10.PowerSupply
= Al10.Processor
e Al0.CPU
= AlQ0.Temperature
o Al0.Service
= Al10.SLB
e AlO.ServerList
o Al0.Server
= AlO0.ServerPort
e Al0.VirtualServerList
o Al10.VirtualServer
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= A10.VirtualPort
e A10.ServiceGroupList
o Al0.ServiceGroup
= Al0.ServiceGroupMember
o A10.HA
= A10.HAGroup

4 OBJECTS MONITORED

The A10 SCOM Management Pack provides real-time performance monitoring for the following A10
device objects:

Interface

CPU

Memory

Disk
Real-Server
Real-Port
Virtual-Server
Virtual-Port
Service Group

Service Group Member

Note: For additional information about these objects, refer to the “A10 SCOM Management Pack Object
Descriptions” in Appendix 1 of this document.

AIB Networks / Customer Driven Innovation // A 5



Microsoft SCOM Deployment Guides

5 INSTALLATION PROCEDURES

Once the A10 SCOM snap-in is installed, you can configure the A10 SCOM snap-in.

Note: Be aware during installation that there are two versions of A10 SCOM installers: Itanium or x64.
Verify that the SCOM server you are using has the proper type of CPU before you begin the installation.

SCOM A10 PowerShell 2.0 Pre-installation Requirements:

If your server is using PowerShell 2.0, look for the “PowerShell.exe.config” file in the PowerShell
installation folder ( “C:\WINDOW S\system32\WindowsPowerShell\V1.0”). This file is required because the
A10 SCOM snap-in requires .NET 4.0 support and PowerShell 2.0 only supports .NET 2.0.

For more detailed information about this configuration file, please refer to http://msdn.microsoft.com/en-
us/library/w4atty68.aspx on Microsoft TechNet.

Additional required configuration:

If the “PowerShell.exe.config” file already exists, then manually add the following context to
“PowerShell.exe.config” file:

<configuration>
<startup useLegacyV2RuntimeActivationPolicy="true">
<supportedRuntime version="v4.0"/>
</startup>
</configuration>
For detailed information on how to configure the .Net Framework 4 Runtime, refer to the URL below:

http://msdn.microsoft.com/en-us/library/vstudio/ff770241%28v=vs.100%29.aspx

SCOM Snap-in PowerShell Installation:

After the SCOM installation is complete, you can use the PowerShell command “[Environment]::Version”
to check if PowerShell supports .NET 4.0.

Alternatively, you can use the following cmdlet to verify whether you can operate the A10 device using
PowerShell. To do so, follow the procedure below:

1. Open PowerShell.
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2. Atthe prompt, type Get-PSSnapin -Registered
The following message appears, confirming you can operate the A10 device using PowerShell.

MName : AlB.AXSnapin

PSVersion t 2.8
Description = This a®API PowerS8hell snap—in contains cmdlets to monitor and management AX devices.

Diagram 2: PowerShell validation

If you do not see this message, or if you receive an error message, this indicates the PowerShell
installation failed. If this happens, try install it again by right-clicking PowerShell and selecting
"Run as Administrator".

3. Type [Path of .NET 4.0 or above]\installutil.exe [Path of AXPSSnapin.dIINAXPSSnapin.dll

For example:
C:\WINDOW S\Microsoft. NET\Framework64\v4.0.30319\installutil.exe
F:\C#Project\AXPSSnapin\bin\Release\AXP SSnapin.dll

6 A1l0 DEVICE DISCOVERY IN SCOM

This section provides instructions for configuring Microsoft SCOM so it can discover the A10 devices on
your network.

1. Navigate to the Microsoft System Center Operation Manager Console by selecting
Administration > Network Management > Discovery Rules and select Discovery Wizard. The
"Computer and Management Wizard" page appears. Select Network devices from the menu,
and click Next.
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_!_ Computer and Device Management Wizard B3

very Type

General Properties Choose the type of computers or devices to discover and manage.
Dizcovery Method

Default Accounts Windows computers

Devices | Dizcover Windows computers in your Active Directory
_f "j environment and install agents on the ones you want to

Schedule Discoverny '-r ,l y manage.

Summary .

Completion

UNIX/Linux computers

= Thiz enables you to discover UMIX and Linus computers in
your environment and install agents on the ones you want to
o

manage.

Network devices

Dizcover and monitor network. devices using Simple
Metwork kanagement Protocol [SHRP).

Select a discovery type and click Mext to continue.

< Brevious | Mext > I LCreate Cancel

Diagram 3: Discovery options

2. Enter the A10 device that you are trying to discover in the Device Name field.
The example below shows "AX Device".

3. Next, click the Available servers drop-down menu and select the name of the Operations
Manager management server.
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General Properties

Discovery Type
General Properties Specify general properties
Discovery Method

Name:

Default Accounts IAX Dovics

Devices Description (optional):
Schedule Discovery

Summary

Completion
Select a management or gateway server
Select an Operati Manag: SEMVEr or server to run the discovery. A
senver can run only one network discovery. Servers that already run a network discovery do not
appear in the list.

Loailable servers:

INo management servers are available

Select a resource pool
Select an Op

Lovailable pools:

All Management Servers Resource Pool

Diagram 4: General Properties

4. Once the management server has been selected from the drop-down menu, click the Next button
to proceed to the next page.
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5. The Discovery Method page appears. Select the Explicit discovery radio button and then click
Next.

2 Computes and Device Management Wizard

E
-

Lok Discovery Method

Dolauk Accourks Opesatios Manager wil discover any thase retwork: devices sou

Dewvices

Schadula Discovary  Recursive discovery

Summay Operations Manager wall dscover the devices that you specly and al devices that are
connected 1o the devices that you specily.

Completion

1) Moee sbout dscavesing network devices

<Pvious |[Heas | cowr | cancel |

Diagram 5: Discovery Method

6. The Default Accounts page appears. In the Specify the default Run As accounts for discovery
section of the window, click Create Account. Once the account has been created, it will appear
in the Run As accounts section.

D
/
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wice Management Wizard

Dizcavery Type
General Properties Specify the default Run As accounts for discovery

Discovery Method Select one or more SNMPy1 or SHMP2 Run As accounts as the default accounts For

dizcovering network, devices. You can overide the default accounts for individual network,
devices or add accounts for SNMPY3 devices later in this wizard,

Devices
Schedule Discovery Croate s n
‘ reate Account '
Summar o ————
Y Run A3 accounts:
Completion -
| Account Name | Deescription |
O pu
Select Al Clear All

'®'More about Run Az accounts

< Previous Mext > [reate: Cancel

Diagram 6: Default Accounts - Create Account

7. ldentify the account you would like to use as the “default Run As account”, and then select the
checkbox next to the account to highlight it.

8. Click the Next button to proceed.
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9. The Introduction page appears, as shown below.

Create Run As Account Yizard I

General Properties Introduction

Credentialz
Run As accounts are named sets of credentials that are presented by Run As profiles For
authentication when monitars, rules, or tasks are run,

A Run A5 account may be used by one or more Run As profiles,

Ta continue the Run &s Account Wizard, click Mext.

[~ Do nat show this page again

<Erevi0usl Mext > I’ Lreate Cancel |

Diagram 7: Account Wizard Introduction page

10. Click the Next button to proceed.
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11. The General Properties window appears.

Selact the type of Run As account that you want to reste, and then provide & deplay name
ad desorption.

‘Type Display Name

Bun As account type:
| ) 12|

Cesphay name;

fro_scCount

Ogsarptuon (optonal):
=
=

Diagram 8: Account Wizard Display Name

12. Enter a name in the Display name field, and then click the Next button.

D
/
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13. The Credentials window appears.

14. Type a string in the Community string field.
The community string you enter must be same as the community string configured on the A10

device that you are attempting to discover.

. Create Run As Account Wizard E

Introduction

General Properties Provide account credentials

Credentials

Provide a community string For this Run As account for SMEPy1 oF SMMPYZ devices,

Communiky string:

type Community string you want,
This community string must be
consistent with the device’ s(you
want to discover)community string

< Previouz et = | LCreate I Cancel |

Diagram 9: Account Wizard Credentials

15. Click the Create button to proceed.
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16. From the A10 GUI, navigate as follows:
Config Mode > System > SNMP > Community > SNMP Community.

Make the following changes:

¢ Enable System SNMP Service

¢ Enter System Name

¢ Enter System Location

¢ Enter System Contact

¢ Under the Community section, enter the matching SNMP community string.
Note: All A10 devices that will be monitored by the SCOM require the above configuration. The

community string configured on the SCOM server must match the community string configured on the
A10 devices.

Monitor Mode | Config Mode | SHMP |
Get Started B General :
rrm—— b System SHMP Service: () Disabled
System Name: AX2500
Network b System Location: 8J
—— - System Contact: [admin@example.com ]
- SNMP Community:MON-ASCII characters, slash(/) and blank cannot be supported
Settings ] £y Community
Admin » SNMP Community: * 1 |
Access Control Hostname(IP/Mask):
= Object Identifier: @ Add =
SNMP SNMP Community |Hostname(IP/Mask) | Object identifier © Delete
Maintenance »
Console
Config File @
Diagnosis »
HA B

Diagram 10: A10 Device SNMP Configuration

17. Click OK and then click the flashing red Save button to store your changes to the startup-config

file.
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18. Return to the A10 SCOM installation page and in the Specify devices window, click the Add
button to add the device for discovery.

Discovery Type

General Froperties Specify devices

Discavery Method Specify the network. devices that pou want to discover and manage. You can alzo import a text file that
Default Accounts containg the P addresses of vour netwark, devices.

Schedule Discovery | Impm Edit... Remove
Sumnrmnary Devices \___,./

Completion Device | Fiun Ag Account | SHMP Versionl Fart | Access Mode |

Advanced Discovery Settings... |

@More about network, discovery settings

< Previous I It > [Create Cancel

Diagram 11: Computer and Device Wizard
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19. The Add a Device window appears. Type the IP address of the device you want to have

discovered, click the "Access mode" drop-down menu and select SNMP. Then click the "SNMP
version" drop-down menu and select v1 or v2. Then, click OK to proceed.

Specify the settings for the network, device

. ¥
v 7
e P s Type device s IP address

add a Device E3

[192.163.101.235

Access mads: SMMP version:
SNHP =l
Port number: SHMP VT or'V2 Bun &g account:
161 5 IUse selected default accounts j

Add SHMP %1 or ¥2 Run Az Account |

'6" tore about network discovery settings

I

Cancel

Diagram 12: Add Device

20. The device you added is added to the list. Click Next.

B Conanter amd Device Managernent Wirard

Geres s Propertes Specly devices
Py e Spmcy B netwcrh. devices $hat you mart 10 dncover and manage ou ¢an 8o o 4 e lie that
Deladt Accourt: Cortard Be B adderier of piug retwod deaces
Schadn Docovesy oo, Dr il Ox.. X Gemow
—— Devces
Device P As Accort SHMP Viersaon | Pot | Access Mode
Advarced Decovery Sefings.

) Mive s rerwod. daceveny seRrg

« P Nest > Carcel

Diagram 13: Device Management
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21. The Schedule Discovery page appears, as shown below.

P (aernaster s Deviie Matsgerverd Wis srd

:)' Schedule Crscovery

Ducovery Type
e Schecde the setwerk ducavery
Decovery Method
Detat Accourts B e Sscovery mie o schedded e
Dewer L ol doy
[S<hadde Docomy | ke
Sogvmary Dyt of e waek
Congleton I~ pirdn

I Vg

I~ Tvva

| p "V

I° Ihreiw

| pft 2™

F tyuis

@ Pt dacovy rde parusly

Diagram 14: Schedule Discovery

22. In the Schedule the network discovery section of this page, select a rule and then click Next.

g
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23. The Summary page that appears, as shown below:

_! Coi ice Management Wizard

Dizcovem Tyupe

General Properties Confirm the settings
Dizcovem Method J
e
Default Accounts Name:
test
Devices
Description:

Schedule Discavery

Summary

Run As accounts:

Completion SMmp_account

Discovery method:
Explicit.

Number of devices specified:
1

Schedule:
Run Manually

<Erevmus| Hest> m Cancel

S

Diagram 15: Wizard Summary

24. Confirm that the information you have entered is correct, and then click the Create button.
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25. The discovery rules should appear listed in the table.

The discovery rules can be accessed by selecting Administration > Network Management >
Discovery Rules. If the device was not found, then right-click the rules and select Run.

R piscovery Rules - MG - Operations Manager

192.168.100.44
Fle Edit View Go Tasks Tools Help

sehne 10 (DR[0T @ .

Administration

< Discovery Rules (1)

> Tasks
4 & Administration 4 Look for: Erndfow  Clear

x 0@
8, Connected Management Groups

. e o | Tpe # | network Discovery Server | status + |LastDiscovered  # | LastPending ¢ | Last Run Time . Actions -
%5 Deez Mansgemert: Explict M443x2p | al0networks.com e - ' Liej23 15758

% ManagementPacks (i
e

|5 Discovery Rules

7 Deiete
O3 Refresn
57 Metwork Devices
5% Metwaork Devices Pending Management & Discover Netwerk Devices..
> = Wotffications 5 Properties
> & Product Connectors

24 Resource Poals
» % Run A3 Configuration
b5 Security

@, settings
Details: -
[£ test Description:

D d Lune: Evlcic

Diagram 16: SCOM Integration
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7 MONITOR A10 DEVICES WITH SCOM MANAGEMENT PACK

This section of the deployment guide provides an overview on how A10 devices are monitored once the
A10 SCOM management pack is installed. The example below shows how to use the A10 Management
Pack in SCOM 2012, (although Windows 2008 R2 SP1 is also supported).

1. After the A10 device has been discovered, it will appear in the Monitoring mode section in SCOM
Operations Manager GUI.

Device View - SoftAX - (=T |

Fie Bt Vew Go Tk Took Hep
i Search ™ § B3 Scope [ Find] (B Tasis] @ .
Manitoring « | Devk s Tods
+ B Monsorg n FindNow  Clear ale
=] acon st s Location Mode SHMP Agent Address Vendor g actons
] iscovered ey ety AES00-192.168.20058 UNKHOWNN 192160200564 AOHetwar
5| Distributed Applicions 5 - nt Mode.-
e stas @ Heatiy AT e R e 150 UNKHOWNN 102168208150 K10 Hetwor " Strt Mentenince Mode.
3;‘:"::““: - @ Healtry 1216020018 UNKHOWNN 192160200165 £10Hetwsr
T e——
2| vl dgnies Computen @ Heahry AX7500-192.168.208.65 UNKNOWNN 19216020865 AM0 Metwar
- T | @y 19216021008 UNKHOWNN 19216021008 10 Hebmr (51 Persanatas view-.
] Davievi Tosks ~
s s — .
2 Application Manoring Er s
a Data Warehous & Hean Bporer
& Mrosomt it Colecion Sendes
3 Microsowindoun Chrt LoeEnm
3 Microsaftindoms S ] wanves
+ i3 Network Monitomg 2] Ohram Ve
T3] bren vew
- ——
[Z¥] Metwerk Vicinky Desnocars
54 Pertormance Vew
- - ] suteview
| Detail View v Node Tasks
3 eng
S A0 Device Clats properties of AXIOOD.11.192.168.208.150 -
7 sawcer
Ao 11152 168 208153 =
AX000-11-192.168.208.150 7 s e
swwponey & Teinet Consoe
cenenc Eh
AX Series Advanced Traffic Manager AX3000-11, Advanced Core O (ACOS) version 2.7.1, A Tracerouse
01r 4021038
NN Report Tasks
JE Agent Courts by Date, Mbnsgement Group ard Versice,
w
uncwn K et ogging Latercy
»
v B s
| ataoiry
Resdy

Diagram 17: SCOM Monitoring
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ALy

Right-click an A10 device, and select Open > Device View.

e Edit View Go Tk Ioos Help
F— e e |
Monitoring « Device View (5) > Tasks
4 B Monitorng ~ K Leok for: EindNow  Clear 8 e
ate mintenan,. Name acation fodl ent Address andor .
[ actre Aterts e @ M i L Mods! SHMP Agent Add Vand T — o
2] Discovered irventony |@ Healtry - 8 - | 19216820861 AT0 Hetwor
[E5] oiromounes Appilanons @ Heaitiy L il N_“V":r 192,168.208150 RN | o D
..ﬁnnsmus @ Hestry Meinkensnce Mode Disgram View | R 10wy i EGt Manerance Mode Settnos
15| UNKAInus Computers 11 Eventuiew %5 Stop Mainterance Mod
vt @ Heatiy [ Gi Refresh =1 N 192,168.20065 A0 Networ 5 Stop Malaterance Mode
F s . erformance View
4 1§ A0 Devices H (@ Healthy [ Personalize view = - 19216631806 A10Networ (5] Personalze view...
] Device view [ Propeties - e — -
+ A Sgentiess Exception Mankomg - or
o | Application Monitorng & Operations Manager Shell.. [=] entity Properties
174 Data Wiarehouse i Healtn Bxpiorer
# (@ Microsoft Audit Collection Senies. Navigation -~
5 L MOtV daws Clent
+ | MicrosanWindaws Sensr L] 2] Avert view
4 (g Network Manitoing €] Diagram View 1
L= e s e— =
] Hosts %] Metwork Noce Dashbosrd
£ HSRP Groups N
2] Legney Network Desices [£%] Metwork Vicinity Cashbosrd
5] Network Deviers [¥] pertormance view
[75) Metwork Ssummary Dashioss 7] state view
= Routers < = 2
B switches ~ Detail View ~ MNode Tasks -
Show or Hide Views... ) =1
3 A10 Device Class properties of AX2500-192.168.208.64 ~
T 3 s e
Display Hame AXI500-152.168.208.64
‘ Full Path Hame AXZ500-152.168.208.64 C3 snner wiesc
B Menioring Access Ve Sporey = Tenet comole
Certification GENERIC
Authari
A g Description X Saries Acvances Traffic Manager AX2500, Advanced Core 05 (ACOS) version 2.7.1, = s
Device Key 00-1F-A0-02-26-61 . ]
I repoeo aon oy Reprt
& Administration Miode! [l Agent Counts by Date. Managerment Groug and Version
Port Number 161 L] =
[T sy Workspoce rimary Owner Contact  UNKNOWM AT
rimary Cwner Name B aes
- Virtual Cammunity Suffix 1 Aoty .

Diagram 18: SCOM Device View

The A10 Device Map appears, as shown below in Diagram 19.

Fle fdt View Go Tadks Tooks Help
I e e v |2 B R youdiecion™ | & Fiterbyheatn~ Ly~ B € @ F L iH P e @ .
Diagram View > Tasks

9, e

=
EE e

‘ W EdH Maintenance Mo

N Stop Maintenance M

] T 1 .
@ W, &, s

HA + Healthy - Not +] . .
monitored Navigation
| oy
l l B| <] Disgram View
13 Event View =
‘@ .@ 5] Network Vicity Dast
Senvice =) System | = B pertormance View

] 1 | ] b
B, @, Qo Lo ™, ||, = 5l

SLB = Disk ¥ Fan Group [+ Interface [+ Memory [+ Power ¥ Processor [3].| 8 Tt Carsoe
| List System 7 Traceroute

ReportTasks  ~
l l l |8 Apent Counts by Date
= Pl Pl | 18 netropgs
< = _— —_— W | >l pers

Detail View ~ |8 avatabiity

Diagram 19: SCOM Diagram View
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4. SCOM offers different topology views. The diagram above is the "Diagram View" that provides
component status information within the A10 device. Right-click one of the objects, such as Disk,
and then select Open > Performance View. The performance line chart appears, as shown

————————— o
Fle Edt View Go Tasks Took Heb [Ciose]
serchv | B B7=s| @
Performance > Tasks
ae
12—
Performance Actions -
£ Save Image As.
Copy Image to Cipboard
8— Copy Data to Clipboard
%] Seiect Time Range.
6—
Baseline ~
ol
2|
Navigation -
11120131520 11120131530 11120131540 120131550 11120131600  1MI20131610  UTI20131620  WIN0131630 11120131640 11120131650  UMI20131T00  UI201317:10 s
=] Netvew
Legend « [ Dagram View
A Lockfor; Al tems - [ L3 Event View
how Color Path Target ~ Rule Object Counter Instance sale  Baseline R SRk Moty Qeonet:
W 52.54.00-0C-44-... Disk Rule Disk perfor... Disk Disk Usage(Tota... i Mo Performance View
41 state view
Tasks -
] Entty Properties
& Hestr Eisiorer

Diagram 20: Performance View

5. Right-click one of the objects, such as Server, and select Health Explorer.
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6. Inthe Health Explorer window, you can see the server's health status. You can also use this
window to recalculate Health, Reset Health, and to perform Overrides, which is a way to
configure health status alert thresholds.

&

Health Explos

Sixia-2.

_I:I-

Health monitors for rs-ida-2

Reset Healf Recalculate Health 37 Filter Monitors (3 Refresh [7] Properties @ Help W

4 () Entity Health- rs-ixia-2 [Object)
4 (J) Availability - rs-ixia-2 [Object)
(&) server Status(Disable or Enablel- rs-ixia-2 (810 Server Class)
(&) server StatusUp or Down) - r5-bia-2 (410 Server Class)
(O configuration- rs-bia-2 (Objed)
4 (J) Performance - rs-Ixia-2 [Object]
(@) server Current Connections- rs-ida-2 (810 Server Clasy
(O security- rs-ixia-2 (Object)

Knowledge | State Change Events [4) |

Time ~ Fram T Operational State
1/9/2013 3:18 AM Q @ up

11872013 2:54 ha [X] @ up

1/8/2013 2:43 PM @ [x] Dowin

1/8/2013 2:45 PM @) @ up

Details
Context:
Source 192.168.208.150
Destination 127.0.0.1
Version 2
ErrorCode Success
Object Identifier |

.1.3.6.1.4.1.22610.2. 4.

Syntax|value
1.10.10.50.48.46.50.48.46.50.49.46.50 | Integer [1

Diagram 21: SCOM Health Explorer

8 SUMMARY

The A10 Series SCOM Management Pack provides significant benefits for managing and gathering
information for the A10 Series devices deployed within your network. The A10 SCOM snap-in offers a
quick and easy installation process, and its full-feature integration with SCOM makes it easy to manage
and monitor A10 device components and services.
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9 APPENDIX 1

A10 Management Pack Object Descriptions

A10.Server-class represents Real-Server objects in the A10 device.
A10.ServerPort-class represents Real-Port objects in the A10 device.
A10.VirtualServer-class represents Virtual-Server objects in the A10 device.
A10.VirtualServerPort-class represents V-Port objects in the A10 device.
A10.ServiceGroup-class represents Service Group objects in the A10 device.

A10.ServiceGroupMember-class represents Service Group Member objects in the A10 device.
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